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Chapter 3. University Policies 

 

3.1  Academic Freedom 

 

Approved by Academic Council on February 10, 2000, Faculty on May 10, 2002, Provost on 

February 10, 2000, President on April 15, 2002 

 

3.1.1  Principles of Academic Freedom 

 

The University is committed to the free search for truth and its free expression. Academic 

Freedom in teaching, research, and publication is essential to these purposes, as is the freedom of 

students in learning. The most authoritative articulation of the central tenets of academic freedom 

is the 1940 Statement of Principles on Academic Freedom and Tenure, which was adopted by the 

American Association of University Professors and the Association of American Colleges (now 

the Association of American Colleges and Universities).  

 

The University adheres to the principle of academic freedom in the 1940 Statement, as 

subsequently amended. The following elements drawn from the 1940 Statement merit 

restatement here because they describe the conditions that are essential to the University's 

successful accomplishment of its educational mission:  

 

Teachers are entitled to full freedom in research and in the publication of the results, 

subject to the adequate performance of their other academic duties.  

 

Teachers are entitled to freedom in the classroom in discussing their subject, and students 

are entitled to freedom in learning.  

 

Members of the Faculty are citizens, members of a learned profession, and officers of the 

University. When they speak or write as citizens they will be free from institutional 

censorship or discipline, but their special position imposes special obligations. They 

should at all times be accurate, should exercise appropriate restraint, should show respect 

for the opinions of others, and should make every effort to indicate that they are not 

speaking for the University.  

 

3.1.2  Policy on Academic Freedom  

 

The University commits itself to create and maintain an environment in which academic freedom 

will flourish. It is the policy of the University that decisions concerning appointment, 

reappointment, promotion, and appointment with tenure of faculty members, the selection of 

faculty members for teaching and other academic duties and responsibilities, and University 

support and sponsorship of scholarly research and artistic endeavors by faculty members shall 

not be based upon any of the following:  

 



 

47 

Faculty Handbook October 1, 2019 

1. the faculty member’s political, social, or other views, or the faculty member’s 

associations, except to the extent that the views or associations are directly related to the 

discharge of academic responsibilities;  

2. the conduct of the faculty member, unless such conduct (a) is directly related to the 

discharge of academic responsibilities or (b) has been determined, in a proceeding 

pursuant to University procedures related to faculty discipline, to constitute professional 

misconduct, or (c) is conduct of moral turpitude that violates a criminal statute;  

3. discrimination or classification prohibited by federal, state, or local statutes, ordinances, 

and regulations that protect faculty members.  

 

3.2  Policy on Nondiscrimination 

 

Approved by Academic Council on March 9, 2000, Administration pending  

 

The University does not discriminate on the basis of race, gender, sexual orientation, national 

origin, ancestry, color, religion, religious creed, age, marital status, cancer-related or genetic-

related medical condition, disability, citizenship status, military service status, and any other 

status protected by law.  

 

In accordance with the above University policy and in compliance with all applicable laws, all 

educational services will be provided and all employment decisions ( including recruitment, 

training, compensation, benefits, employee relations, promotions, terminations) will be made 

without regard to the individual's status protected by law. To the extent provided by law, the 

University will reasonably accommodate qualified individuals with disabilities which meet the 

legal standards for documentation, whenever the individual is otherwise qualified to safely 

perform all essential functions of the position.  

 

3.2.1 Procedures Concerning the Policy on Nondiscrimination 

 

Nondiscrimination requires compliance with federal or state employment laws and regulations, 

including but not limited to the following: the National Labor Relations Act of 1935, the Equal 

Pay Act of 1963, Title VII of the Civil Rights Act of 1964, as amended, Age Discrimination in 

Employment Act of 1967, Section 504 of the Rehabilitation Act of 1973, Title VI and Title IX of 

the Educational Amendments of 1972, Executive Orders 11246 and 11375, California Labor 

Code, California Fair Employment and Housing Act, and Americans with Disabilities Act. The 

University of the Pacific has designated the Director of Human Resources to coordinate the 

University's efforts to comply with laws, orders, and regulations governing discrimination and to 

provide the procedures for documentation and accommodation for disabilities.  

 

On the Stockton Campus, any person having a complaint should contact the Director of Human 

Resources whose address is Office of Human Resources, University of the Pacific, 3601 Pacific 

Avenue, Stockton, CA 95211 and whose telephone number is (209) 946-2124.  
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On the San Francisco Campus, contact the Director, Human Resources whose address is Office 

of Human Resources, School of Dentistry, University of the Pacific, 155 Fifth Street, San 

Francisco, CA 94103 and whose telephone number is (415) 929-6468.  

 

On the Sacramento Campus, contact the Director of the Office of Administration whose address 

is Office of Administration, McGeorge School of Law, University of the Pacific, 3200 Fifth 

Avenue, Sacramento, CA 95817 and whose telephone number is (916) 739-7182.  

 

There are grievance procedures to resolve alleged acts of discrimination against an applicant for 

admission, an applicant for employment, or the alleged discriminatory treatment of a student or 

an employee.  

 

3.3 Policy on Consensual Personal Relationships Affecting University Teaching, 

Mentoring and Supervisory Functions 

Approved by Academic Council on October 11, 2007 and Administration on October 11, 2007. 

 

Intent: 

 

University of the Pacific is committed to maintaining a learning and work environment 

that is free from unlawful harassment and other potentially adverse affects that can arise 

from consensual personal relationships among those who are participating in teaching, 

mentoring and supervisory functions at the University. Separate, but similar policies 

apply to faculty members; graduate students and teaching assistants; and 

staff/administrators, respectively. The policy below applies to faculty members. 

 

Consensual personal relationships in the course of teaching, mentoring and supervisory functions 

at the University may interfere with the ability of the teacher, mentor or supervisor to act fairly 

and without favoritism or may contribute to the perception among other persons of unfair actions 

or favoritism.  

Policy: 

 

Faculty/Student Relationships and Faculty/Staff Relationships: Effective on September 1, 

2007, a faculty member who is employed by Pacific may not participate in a consensual personal 

relationship with a student or staff member of the University for whom the faculty member 

provides or may (by virtue of University assigned position or functions) reasonably be expected 

in the future to provide teaching, mentoring or supervision. 

 

Faculty/Faculty Relationships: Effective on September 1, 2007, a faculty member who is 

employed by the University may not commence a consensual personal relationship with another 

faculty member for whom s/he then provides supervision as Chair. 

 

Faculty members who are already in a consensual personal relationship with another faculty 

member within the same department/academic unit as of the time supervision as Chair (or faculty 

member authorized to act in a supervisory role) would commence, will be in compliance with 

this policy and with related portions of the University’s Conflict of Interest and Commitment 
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Policy, if they in writing promptly inform the cognizant dean of the relationship and conform to 

the standards of behavior stated in correspondence received from the dean.  

 

In addition, in all cases (whether or not the two faculty members are within the same department) 

a faculty member must recuse her/himself from any committees that evaluate the other faculty 

member with whom s/he is or who has been in a consensual personal relationship and identify 

the reason for recusal. 

 

Child or Relative in a Class: When a child or other personal relative of the faculty member (or 

of another University individual who is performing course-related teaching) is enrolled in a 

University course that the faculty member (or such other University individual) is assigned to 

teach, the faculty member will be in compliance with this policy when he/she does not engage in 

favoritism to the student and acts appropriately to avoid the appearance of favoritism. 

 

Definitions Consensual Personal Relationships: Dating, marital, domestic partner, sexual and 

similar personal relationships that may be consensually undertaken by both individuals. 

 

Such relationships do not include the usual and customary socializing at the University of teacher-

student; mentor-mentee; supervisor-employee; faculty member-graduate student; co-workers; and 

supervisor-student employee. 

 

Employee: Anyone employed by Pacific as faculty, staff or student worker, full-time or part-time, 

regular, temporary or adjunct. 

 

Teaching and Mentoring: Teaching and mentoring includes course teaching, advising, 

participating in grading or other academic evaluation. 

 

Supervision: Assignment, direction, evaluation, participation in appointment, promotion and 

tenure evaluation committees, and enforcement of rules and policies, for those engaged in 

University-related work such as undergraduate and graduate students, teaching assistants, faculty 

members and staff members.  

 

Effective date September 1, 2007 

 

Consequences of violations 

Perceived violations of this policy should be referred to the dean or Provost. The Dean shall 

notify the Provost of the situation and attempt to resolve the situation, if the Provost concurs that 

the Dean do so. The Dean shall report to the Provost any informal resolution achieved. Only the 

Provost has the authority to initiate procedures for faculty discipline and those procedures are set 

forth in the Faculty Handbook. 

 

Contact 

Questions regarding this policy should be referred to the cognizant dean. Human Resources will 

provide support to the dean. 
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3.4  Policy on Assisting Employees with Life Threatening Illnesses 

 

Approved by Administration on April 23, 2002 

 

The University of the Pacific recognizes that employees with life threatening illnesses including 

but not limited to cancer, heart disease, and AIDS may wish to continue to engage in as many of 

their normal pursuits as their condition allows, including work. As long as these employees are 

able to meet acceptable performance standards, and medical evidence indicates that their 

conditions are not a threat to themselves or others, supervisors should be sensitive to their 

conditions and ensure that they are treated consistently with other employees. At the same time, 

the University has an obligation to provide a safe environment for all students and employees. 

Every precaution should be taken to ensure that an employee's condition does not present a 

health and/or safety threat to others in the work environment.  

 

Consistent with this concern for employees with life threatening illnesses, the University offers 

the following range of resources available through the Office of Human Resources:  

 

1. Management and employee education and information on terminal illness and specific 

life threatening Illnesses.  

2. Referral to agencies and organizations which offer supportive services for life threatening 

illnesses.  

3. Benefit consultation to assist employees in effectively managing health, leave and other 

benefits.  

 

3.5 Policy on Declaring University Financial Exigency 

Approved by Academic Council, Administration on April 23, 2002 

 

The President may propose to the Board of Regents that it declare that a University financial 

exigency exists. Before forwarding such proposal to the Board of Regents, the President will 

review its rationale and conclusions with a Select Committee consisting of the Provost, the dean 

of each school and college, one (1) tenured faculty member of each of the schools and three (3) 

tenured faculty members of the College of the Pacific, each of whom shall be selected by the 

Academic Council. The President shall share all pertinent financial data including the relevant 

record of the Institutional Priorities Committee with this committee. The Select Committee will 

issue a report and recommendation, which shall be submitted to the Board of Regents prior to the 

Board’s final determination.  

 

If the Board of Regents declares a University financial exigency, the University will consider a 

range of appropriate operational and budgetary measures, which may include reduction of 

expenses related to goods, services, staff and faculty. In doing so, the University will first focus 

on those programs and services which are not central to its primary academic mission, vision and 

priorities.  

 

If reductions in academic areas are not avoidable, the University may decline to renew faculty 

appointments including those which are renewable, to terminate probationary, special and 
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regular faculty appointments prior to their scheduled expiration date, and/or to terminate 

appointments with tenure. Terminations of appointments due to University financial exigency are 

governed by section 7.15  

 

3.6 Policy on Closure of University Program(s) 

Approved by Academic Council, Administration on April 23, 2002; revised by Academic 

Council on September 14, 2017 and by the Administration on June 18, 2018 

 

In addition to a proposal for closure of a University academic program which results from a 

regular academic program review, the President or Provost may decide to establish a Special 

Review Committee, when a request for program/department/etc. closure is proposed outside the 

defined bounds of Faculty Section 10.2.  

 

The Special Review Committee report will provide a recommendation to the Provost and the 

President. The President will review the proposal and decide to propose to the Board of Regents 

that a University school, academic unit or specific program be closed or substantially curtailed. 

 

The membership of the Special Review Committee will include the Provost and appropriate 

dean(s). 

 

The Academic Council will select the faculty membership of the Committee. 

 

Normally, the Council will select the faculty members of the Academic Affairs Committee or 

Graduate Studies Committee depending on the program under review. 

 

The Special Review Committee will issue a report and recommendation, which will be submitted 

to the Board of Regents prior to the Board’s final determiniation. 

 

If the Board of Regents approved the proposal, the University may decline to renew faculty 

appointments including those which are renewable, to terminate probationary, special and 

regular faculty appointments prior to their scheduled expiration date, and/or to terminate 

appointments with tenure. 

 

Terminations of appointments due to closure of program are governed by Section 7.16. 

 

 

3.6.1 Policy on Administrative Relocation of Academic Units 

 

Approved February 14, 2013 by Academic Council, March 4, 2013 by the Provost  

 

Restructuring of academic units includes, but is not limited to: moving one School into another 

School or The College, moving The College into another School, removal of a dean position, or 

combining academic departments (this policy does not cover departmental decisions that are 

wholly internal to The College or a School). Because these administrative changes have great 

potential to affect faculty working conditions, thoughtful discussion and consultation with 

faculty leadership must take place before such a proposal is made by the administration. 
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After consulting with faculty leadership (Including but not limited to the Chair and the Executive 

Board of Academic Council), the Provost may propose an administrative relocation of academic 

units, to be considered by a Special Review Committee. The membership of the Special Review 

Committee will include deans selected by the Provost as well as faculty members selected by the 

Academic Council. Faculty will constitute at least half of the committee. The Council will select 

faculty members from the affected units, the Academic Affairs Committee on Undergraduate 

Studies, and/or the Academic Affairs Committee on Graduate Studies, depending on the units 

under review. The Special Review Committee shall be chaired by the Dean of the affected 

Academic Unit. The Special Review Committee will issue a report and recommendation, which 

will be submitted jointly to the Provost and to the Academic Council. If the Provost chooses to 

follow the recommendations of the report, then no further action is needed. If the Provost 

chooses not to follow the recommendations of the report, he or she will state in writing the 

reasons for not doing so, and this statement will be appended to the report of the Special Review 

Committee. The report and its appendices will then go to the President, who will make the final 

decision.  

 

The Administrative relocation shall not affect contractual relationships that the University has 

with individual faculty. 

 

3.7 Information Technology Policies 

 

Version 7.1, Approved by Academic Council March 23, 2007; Revised April 16, 2007 

 

3.7.1. Information Security Policy 

 

POLICY: Academic and business information resources are critical assets of the University 

and must be appropriately protected.  

 

Any person who uses or provides information resources has a responsibility to appropriately 

maintain and safeguard these assets. This policy is designed to protect both information stored on 

or accessed through University Computing and Communication Resources and those resources 

themselves. These resources include information resources and intellectual property owned by 

others whose rights must also be protected. 

 

Information security is the protection of data against accidental or malicious destruction, 

modification or unauthorized disclosure. Information will be protected based on its value, 

confidentiality, and/or sensitivity to the University and the risk of loss or compromise. 

Information security management enables information to be shared while ensuring protection of 

that information and its associated computing and communications assets. The University is 

responsible for ensuring appropriate controls are in place to preserve these security objectives.  

 

Information is useless if it cannot be accessed and/or used to advance the academic and business 

interests of the University. Therefore Information security also involves guarding against 

unauthorized withholding (e.g., denial of service).  
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The University has a multitude of points of access to its data – dozens of departments and three 

campuses. Because numerous administrative units and academic departments are responsible for 

the processing and storage of information, each is also the steward of significant information 

assets owned by the University. The University relies upon each campus, department and 

individual system administrator to preserve and protect those assets in an appropriate, consistent 

and reliable manner. Security controls provide the necessary physical, logical and procedural 

safeguards to accomplish those goals. 

 

Issues Addressed  

 

This policy addresses the need to make Users and providers of information aware that they have 

a responsibility to appropriately safeguard the University’s information assets as they would 

other resources. The unauthorized disclosure, destruction or prolonged unavailability of the 

University’s information or information technology could harm the University, its students, its 

employees and other members of the University community. 

 

3.7.2 Accountability Policy 

 

POLICY: Individual accountability must be maintained on all University computing and 

communications systems. 

 

A University Computer System is defined for the purposes of this and other Information 

Technology Policies as any University-provided computer, workstation or server – either stand 

alone or networked – that processes, stores, receives or transmits University information, or 

information entrusted to the University by a third party. In general, access to University 

Computer Systems and networks is provided through the use of individually assigned unique 

computer identifiers, known as UserIDs. Each individual is responsible and accountable for all 

activity performed under his/her UserID(s). The ISPC has the authority to grant exceptions and 

define the accountability mechanism for those computer systems whose access and use cannot 

reasonably be controlled through use of an individual UserID. 

 

Access to protected resources is granted to UserIDs. This access is based on an individual 

UserID, or to a groupID containing individual UserIDs. Group-IDs are commonly used in role-

based security models. It is, therefore, critically important that unique UserIDs be assigned to 

specific individuals, and that these UserIDs not be shared ensuring that the controls in place 

perform as they are intended. This will ensure the accountability of all individuals accessing the 

University’s protected resources. 

 

UserID based accountability should be required for any network-based service, but may be 

impractical for non-networked, public access, or kiosk-type installations. In private areas 

(research laboratories, faculty offices, etc.), sign-on procedures to use non-networked services 

may interfere with normal operations. In non-networked situations such as these, regular audit of 

local information and/or appropriate physical access restrictions may be substituted for UserID 

access. It is highly recommended that the Information Security Analyst be consulted. 
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Issues Addressed 

 

Accountability, is an element of security. By requiring each individual to sign on using a unique 

UserID, activity can be attributed to a particular individual. This auditability provides 

management with information regarding who performed what activity on what information 

resources. It can also be used to help resolve system or network problems by providing more 

complete usage information.  

 

3.7.3 Information Management Policy 

 

POLICY: All University information must have an associated Information Administrator 

(IA) who is responsible for its proper management and security, including its appropriate 

classification. 

 

Information, like other assets, must be properly managed during its lifecycle, from its creation, 

during authorized use, to proper disposal. As with other assets, not all information has the same 

use or value, and therefore requires different levels of protection. Just as it is unwise to 

underprotect a very sensitive document, it is expensive and wasteful to overprotect non-sensitive 

information. This policy is intended to require appropriate controls for the management of 

University information resources. 

 

All information will have an Information Administrator (IA) established who will be responsible 

(perhaps through delegation) for assigning the initial information classification, and who will 

make all of the decisions (perhaps through delegation) regarding controls, access privileges of 

Users, retention requirements and daily decisions regarding information management pertaining 

to that particular information. The Information Security Analyst (ISA) can provide a periodic 

high-level impact analysis on the information to determine its relative value, risk of compromise, 

possible legal issues, etc. Based on common sense or the results of an assessment, information 

should be classified into one of the information classifications discussed below. 

 

The classification will inform the Information Administrator and the Information Security 

Analyst, and help determine the appropriate level of protection of the information and its 

associated application software commensurate with the value of the information in that 

classification. It is important that controls be designed and implemented for both the information 

and software. It is not sufficient to classify and control information alone. The software, and 

possibly the hardware, on which the information and/or software reside, must also have 

proportionate controls for the classification of information that the software manipulates. The 

Information Administrator is responsible for determining the classification of the information. 

Working with the Information Security Analyst and the application development team, 

appropriate controls for the information, software, and possibly the hardware must be developed. 

 

 

Information Classifications 

Information may be classified according to its value, sensitivity, or risk of loss or compromise. 

The Information Administrator, who may be advised by the Information Security Analyst, 
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determines the classification levels. The classification level helps determine the degree of 

security standards to be applied and followed by the Information Administrators, Security 

Administrators, Information Brokers, and Information Users.  

 

The three levels generally used to classify University information are: 

 

1. Public Information 

2. Restricted Access Information 

3. Confidential Information 

 

1. Public Information  

 

Public Information is any information prepared, owned, used or retained by the University for 

the purpose of public release and which is not specifically exempt from the disclosure 

requirements of law.  

 

Generally, only documents specifically created for the public, (e.g., press releases, brochures), 

are considered public information. Release of “public” documents should not impair the 

University’s ability to fulfill its mission, nor should such release damage the reputation. All other 

information should be classified as Restricted Access or Confidential. Any unclassified 

information should be assumed to be at least Restricted Access, and be accordingly protected 

until the proper information classification can be determined and verified. 

 

Examples of Public Information could include but are not limited to: 

 

 Published University marketing brochures 

 Published curriculum information 

 Public notices of University public events such as concerts and sporting events  

 Employment opportunity bulletins 

 University approved Internet web site information 

 

2. Restricted Access Information  

 

The controlling factors for Restricted Access Information are those of confidentiality and 

integrity. This type of information requires protection from disclosure or alteration by 

unauthorized persons. Restricted Access Information is restricted to individuals who have been 

authorized for that information. In most cases access will be limited to specifically authorized 

University faculty, staff and students. This classification allows access by non-University Users 

(such as prospective students or vendors) when authorized by the appropriate Information 

Administrator.  

 

The sensitive nature of some types of Restricted Access information may be difficult to 

recognize because it is often integrated into daily work and/or course assignments or may be 

handled by a number of Users. Other types of Restricted Access information may appear to be 

more obviously sensitive because they have a rather restricted audience. Either way, it is 
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important to maintain the confidentiality and integrity of this information, regardless of whether 

it is maintained in a paper or electronic form. 

 

Examples of Restricted Access Information could include but are not limited to: 

 

 University course materials, including on-line media where materials should be restricted 

rather than public **. 

 Extended education and online course materials **. 

 Prospective student status information accessible to that student. 

 Administrative information exchanged with vendors using electronic protocols. 

 Research studies being performed in association with other universities **. 

 Student and registration information accessible online to that student. 

 University organizational charts and job descriptions. 

 Approved and widely communicated University business plans. 

 Curricula changes or graduation requirements prior to approval. 

 University Policy or Procedure Manuals. 

 Reports, files or working papers concerning daily academic and administrative activities 

**. 

 Financial statements prior to public announcement or release. 

 Travel plans of University faculty or staff. 

 Information pertaining to strategic business decisions such as college expansion, new 

academic programs being considered, etc. 

 

** This policy is to be interpreted to be consistent with the University’s Intellectual 

Property Policy.  

 

3. Confidential Information  

 

Confidential Information is the strictest data classification used by the University and requires 

maximum control. Depending on the nature or contents of the Confidential Information, 

disclosure or alteration of this type of information could cause great harm to an employee, 

student or the University. Confidential Information requires safeguarding, either due to the 

requirements of law or because of the mandates of prudent and reasonable practices. Access to 

Confidential Information is limited to specifically authorized individuals of the University and 

denied to all others, unless and until directed by an officer of the University and upon advice of 

legal counsel of the University. 

 

Examples of Confidential Information include but are not limited to: 

 

 Employee Medical Records 

 Student information such as grades, medical information, etc. 

 Student and employee Social Security Numbers 

 Payroll data 

 Administratively maintained employee data such as residence address information, 

employment history, performance reviews, etc. 
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 Alumni and donor information. 

 Patient records. 

 

 Issues Addressed 

There is a need to establish management responsibility and accountability for University 

Information resources. Unauthorized release or alteration of Restricted Access or Confidential 

information could have many consequences, ranging from the mundane loss of productivity to 

extremely serious legal consequences. The compromise of any classified information has the 

potential to impair the University’s ability to competently and efficiently implement its mission. 

Release or alteration of medical records could discredit the University’s reputation. 

 

3.7.4 Segregation of Systems Policy 

 

POLICY: - University systems, applications, and databases designated for student or 

public use must be physically and/or logically isolated from systems used for normal 

administrative activities as appropriate to ensure system and data integrity. 

 

It is the intent of this policy to enhance the University’s information technology security 

environment by requiring, where possible, the segregation of systems used solely for 

administrative purposes from those used solely for academic, student or general public access. 

To the extent possible, systems designated for academic or public use should be hosted on 

different computer systems than those designated for administrative use only. The computing 

and communications environment should be architected to prevent accidental or intentional harm 

to the University’s administrative production computing environment or the compromise of 

restricted or confidential University information. Firewalls or other similar devices should be 

used to further isolate administrative systems. 

 

This policy is not intended to restrict appropriate access to information by legitimate Users, 

especially web-based access. It is likewise not the intent of this policy to preclude systems that 

use (and even allow updating of) administrative data in public applications. The intent is to 

require consideration be given to possible security gains through system architecture. This policy 

will have the greatest impact on campus administrative systems and will have little to no effect 

on systems involving teaching and learning. 

 

 

Issues Addressed 

  

Academic and administrative systems face competing expectations that bear on security. On the 

one hand, there is an expectation of readily available information. On the other hand, 

confidentiality of personal information requires the highest level of protection of systems from 

unauthorized or inappropriate access. Standard security practice is to isolate administrative 

systems that primarily contain restricted and confidential information from those that primarily 

contain public information or are otherwise used in an academic setting.  
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3.7.5 Access Control Policy 

 

POLICY: The integrity, confidentiality and availability of the University’s information 

resources will be protected by logical and physical access control mechanisms 

commensurate with the value, sensitivity, risk of loss or compromise and ease of recovery 

of these resources. 

 

Information Administrators are responsible for determining who should have access to protected 

information resources within their jurisdiction, and what type of access privileges will be 

granted. These access privileges should be granted in accordance with the User’s role or assigned 

responsibilities. Information Administrators must direct their Security Administrator(s) to grant 

the appropriate access privileges. Likewise, it is incumbent upon the User’s manager and/or the 

Information Administrator to direct the Security Administrator to remove access to information 

resources when a User's need no longer exists or their privilege ends. Access privileges generally 

involve the ability to view data, create new data, change existing data, delete data and/or run 

programs against data. 

 

Physical access to data centers, wiring closets, and servers containing Restricted Access or 

Confidential Information must be physically secured from unauthorized access. Servers 

containing Public Information should be appropriately secured.  

 

Issues Addressed 

 

Access control is the primary means by which security objectives of the University are achieved. 

Access control mechanisms are designed and implemented to reduce unauthorized access to 

acceptable risk levels. The compromise of any sensitive information resource has the potential to 

impede the University's ability to competently and efficiently achieve its mission. 

 

3.7.6 Network Attached System Security Policy 

 

POLICY: The University will take all prudent and reasonable measures to secure the 

systems that are attached directly to its internal network and indirectly to the external 

Internet.  

 

The internal data network and the external Internet are tremendously powerful tools in academia, 

facilitating the free exchange of ideas and instant access to a wealth of information. Likewise 

they are excellent business tools empowering University employees to gather information, 

improve internal and external communications, and increase efficiency in its business 

relationships. Similarly, communications systems such as World Wide Web servers and email 

servers can dramatically increase efficiency and communication among the University’s 

students, employees, academic and business units. Unfortunately, at the same time that these 

networks provide access to the University community; they also have the potential to provide 

worldwide access to University systems from individuals with harmful intentions. Certain 

safeguards are necessary to enjoy the benefits and freedom of networks while minimizing the 

risks posed by those very connections. 
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The Information Security Analyst has the responsibility to assist and guide the University in 

meeting this policy. Given that the best plans and processes may be thwarted, the Chief 

Information Officer will establish and maintain a Security Incident Response process to help 

mitigate the many security risks associated with Internet technology. 

 

Issues Addressed 

 

While networks hold tremendous potential as communications and research media, universities, 

as relatively open institutions, can encounter problems unless appropriate system security 

precautions are taken. The intent of this policy is to direct those within the University who are 

responsible for Computing and Communications Resources to establish appropriate system 

controls to enable the safe and secure use of the internal network and external Internet by the 

University community. 

 

3.7.7 Acceptable Use Policy 

Approved by Academic Council, February 8, 2007; Administration, March 19, 2007 

 

POLICY: The University’s Computing and Communications Resources shall be used securely, 

respectfully, cooperatively in support of the University’s Mission. 

 

Definition: Computing and Communications Resources include all electronic technology used to 

store, copy, transmit, or disseminate visual, auditory, and electronic information as well as the 

information contained therein. This includes, but is not limited to, computers, networks, phones, 

fax machines, copiers, PDAs, cell phones and the information contained in them.  

 

A. Support of the University’s Mission 

 

The University provides Computing and Communications Resources to faculty, students, staff 

and others solely for the purposes of supporting teaching, learning, scholarship, service and 

administration within the context of the University’s mission.  

The University is a non-profit, tax-exempt organization and, as such, is subject to a number of 

pieces of legislation regarding sources of income, political activities, use of property, etc. The 

University prohibits use of University information and University Computing and 

Communications Resources for commercial purposes or financial gain not authorized under 

University Policy, partisan political activities not part of a class assignment, and for any activity 

prohibited by law.  

 

Incidental personal use of Computing and Communications Resources, within the guidelines of 

this policy, is considered appropriate. Such permissible incidental personal use does not include 

hosting, ASP (Application Service Provider), ISP (Internet Service Provider), WSP (Wireless 

Service Provider) or other services for third parties. Incidental personal use does not include 

activities for financial gain unless such activities are authorized under University Policy. 

Incidental personal use does not include the use of institutional data which may be contained in 

or extracted from institutional computing and communications systems. Personal use is not 

incidental if it incurs a direct cost to the University. 
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Use of Pacific’s Computing and Communications Resources by students, living on campus, in 

support of approved experiential learning and/or in support of their duties as compensated 

employees is explicitly authorized, so long as such usage does not violate any part of this policy. 

 

B. Secure Use 

 

Users of University Computing and Communications Resources are responsible for taking 

appropriate steps to safeguard University and personal information, as well as University 

facilities and services. 

 

 Passwords and other authentication and authorization codes, cards or tokens assigned to 

individuals must not be shared with others. Authorized Users must not provide access to 

unauthorized Users. Passwords should be chosen carefully to lessen the possibility of 

compromise. Users are responsible for all activity that takes place under their UserID(s). 

 

 Activity that may compromise the system integrity or security of any on or off-campus 

system is prohibited. This includes any type of unauthorized access or hacking. 

 

 Unauthorized monitoring of individual User activity, information and communications is 

prohibited. See the University’s Computing and Communications Confidentiality Policy. 

 

 Users must ensure the security of restricted, confidential, proprietary, licensed, 

copyrighted or sensitive information entrusted to their care or that may come into their 

possession. Security includes, as appropriate, protection from unauthorized disclosure, 

modification, copying, destruction or prolonged unavailability. Unless approved by the 

University Security Officer, Users must not store non-university personal identification 

numbers including, but not limited to, Social Security Numbers, Credit Card Numbers, or 

Drivers License Numbers on unsecured devices or media, for any period of time.  

 

C. Respectful Use 

 

University Computing and Communications Resources should be used in a manner that respects 

the rights of others. 

 

 Users must abide by all local, state and federal laws. This includes all applicable 

Copyright laws and license agreements, especially software license agreements.  

 

 Users must abide by the University’s Policy Against Sexual and Other Unlawful 

Harassment. That Policy prohibits verbal and visual conduct of a harassing nature. 

Threatening, obscene or other offensive messages or graphics that would be deemed 

inappropriate in other contexts are prohibited.  

 

 Users must not attempt to represent themselves as someone else, mask their identity, or 

engage in computing or communication activities using another User’s UserID or other 

electronic credentials. Use of University resources for illegal conduct is prohibited. 
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 Users accessing off-campus systems must additionally abide by the rules, regulations and 

acceptable use policies of those external systems. Given that User action may reflect on 

the University or the User themselves, ethical behavior, courtesy, civility and good 

etiquette is highly recommended.  

 

 Users are prohibited from using the logos, word marks or other official symbols of The 

University of the Pacific without authorization from Pacific’s Marketing and University 

Relations. This specifically includes any such usage in connection with electronic 

systems, services and communications, both internal and external. This does not include 

the usage on physical or electronic letterhead when used for official University business. 

 

D. Cooperative Use 

 

Users of University Computing and Communications Resources are expected to cooperate so 

that all Users may make maximum use of facilities and services in a shared environment. 

 

 The University provides Computing and Communications Resources to facilitate 

business and academic activities of the University. Incidental personal use must not 

interfere with University business and academic activities. This includes personal 

activities that use bandwidth, occupy storage space, or slow down processing of systems, 

networks, or other resources needed for University business and academic activities. 

 

 Users must not knowingly engage in activities that would impede the activities of others 

including the internal or external distribution of junk email (a.k.a. Spam), chain mail, 

viruses, worms, remote controllers or other malicious code, or other unofficial and/or 

unsolicited distributions, especially to persons you do not know. 

 

 Users should refrain from using sounds or visuals that may be disruptive to others in 

shared facilities. 

 Users may not connect any device to PacificNet or the phone system that compromises 

security or impacts performance for others. This includes, but is not limited to, the 

connection of wireless access points, switches, hubs, routers, or auto dialers, not 

authorized by the Office of Information Technology. 

 

 All Users share the responsibility of seeing that University Computing and 

Communications Resources are used securely, respectfully, cooperatively, ethically, and 

for their intended purposes. If policy questions arise or if suspected policy violations are 

encountered, Users should take no unilateral action, but must promptly notify and/or 

cooperate with the appropriate University officials. Contact ITsecurity@pacific.edu 

 

E. Sanctions 

 

It is the responsibility of each User to understand his or her privileges and responsibilities 

regarding Acceptable Use and to act accordingly. Users failing to abide by the University’s 

Acceptable Use Policy (AUP) may be subject to corrective action up to and including, dismissal, 

mailto:ITsecurity@pacific.edu
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expulsion, and/or legal action by the University. While technical corrective action, including 

limiting User activity or removing information, may be taken in emergency situations by 

authorized Information Technology staff, other corrective action, technical and/or non-technical, 

will be taken in accord with applicable University policies and procedures. In particular, students 

who violate this policy will be referred to Judicial Affairs for judicial review. 

 

3.7.8 Electronic Mass Communications Policy 

 

POLICY: Members of the University community are encouraged to use email, the web and 

other forms of electronic mass communication, within established guidelines, to facilitate 

the efficient and effective presentation and delivery of information. 
 

Note that the line above is University Institutional Policy and that what follows is University Operational Policy. Both are 

approved by the Information Strategy and Policy Committee (ISPC).  
 

1. Definitions 

 

University Community – all members, former members and potential members of the University. 

These groups include, but are not limited to, faculty, staff, students, emeriti faculty, alumni, 

employees, perspective students, and donors. 

 

All – ‘All’ in what follows means all or a significant portion or segment of the indicated group. It 

is not confined simply to mean ‘each and every one.’ 

 

Mass Communications – The sending of communiqués, especially email, to All members of a 

group or multiple groups. 

 

Open Mass Communication – Mass Communications within one’s administrative domain. This 

includes faculty sending communications to their classes, administrators sending to their 

employees, schools sending to their faculty, staff or students. Open Mass Communication does 

not require authorization beyond that imposed by the policy and procedure within individual 

units, if any. 

 

Restricted Mass Communication – Mass Communication across community or administrative 

domains. For example, all students at Pacific (not all students at Law) or all faculty at Stockton 

(not all faculty in the College), all staff of Pacific (not just all staff at Dental).  

 

Institutional Spam – Unauthorized and/or inappropriate Mass Communications. 

 

2. Background  

 

The University community is encouraged, where appropriate, to move away from, or 

supplement, paper based communications and utilize electronic communications. There is a 

rising need to be more efficient and effective with internal communications and a rising need to 

deliver more and higher quality information to virtually everyone encountering the University. 

 



 

63 

Faculty Handbook October 1, 2019 

The University also recognizes the sensitivity of our community to receiving unsolicited email, 

institutional spam. However, the University, from time to time, has academic, business and 

emergency needs that require Mass Communications.  

 

Finally, the evolving security and legal landscape requires Pacific to communicate with care. 

 

3. Authorization for Restricted Mass Communications 

 

See definition above for Restricted Mass Communications. Note especially that Open Mass 

Communication as defined above does not require authorization beyond that imposed, if any, by 

the individual units. 

 

Communications to All Campuses 

 

Entire Community – Executive Assistant to the President or Vice President working on 

behalf of the University President 

 

Communications to the Stockton Campus and selected mailings affecting all three campuses: 

 All Students - Any Cabinet member 

All Staff/Employees – Director of Human Resources or the VP for Business & Finance 

 All Faculty – Provost 

 All Alumni – Director of Alumni Relations 

 All Prospective Students – Associate Provost, Office of Enrollment 

 

Within the Guidelines below, the Office of Marketing and University relations operates under a 

general authorization to 10 perform mass electronic communications as it deems necessary and 

2) to act as a proxy for any group desiring such communications. 

 

4. Restricted Mass Communications Guidelines 

 

a.) No routine restricted mass communications. Communications broadcast to these groups 

should not be routine. Information should be critical and time sensitive. Information that is not 

critical, not time sensitive, or not germane to the University’s mission, should be sent to 

Marketing and University Relations for inclusion in E-news, entry on the web or other voluntary 

subscription. E-news is received by voluntary subscription. It is presumed that within an 

organizational unit, sending of inter-group messages not relative to the mission of the University 

will be regulated by the corresponding management.  

 

b.) No email spamming the community. Communications broadcast to all these groups must 

specifically apply to all or the vast majority of recipients as a “need to know.” For example, a 

United Way Campaign. Mass email communication to generate interest in niche issues or limited 

interest issues, like a trip to another country by a club, is specifically prohibited. Information that 

is not universally required should be sent to Marketing and University Relations for inclusion in 

E-news, entry on the web or other similar communication vehicles.  

 

5. Messages from Pacific to the External Community 
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a.) Messages must conform to the CAN-SPAM Act. 

 

It is generally a poor practice to send unsolicited email to anyone inside or outside the 

community, but especially if there is not an existing relationship with Pacific. However, whether 

the mail is solicited or un-solicited, pre-existing relationship or not, if it is sent to the external 

community, it must comply with the CAN-SPAM Act.  

 

[Source Wikipedia] The CAN-SPAM Act of 2003 (15 U.S.C. 7701, et seq., Public Law No. 108-

187, was S.877 of the 108th Congress), signed into law by President Bush on December 16, 2003, 

establishes the United States’ first national standards for the sending of commercial email and 

requires the Federal Trade Commission (FTC) to enforce its provisions. The acronym CAN-

SPAM derives from the bill’s full name: Controlling the Assault of Non-Solicited Pornography 

and Marketing Act of 2003. 

 

CAN-SPAM defines spam as “any electronic mail message the primary purpose of which is the 

commercial advertisement or promotion of a commercial product or service (including content 

on an Internet website operated for a commercial purpose).” It exempts “transactional or 

relationship messages.” [...] 

 

The bill permits email marketers to send unsolicited commercial email as long as it contains all 

of the following: 

1. An opt-out mechanism 

2. A valid subject line and header (routing) information 

3. The legitimate physical address of the mailer; and  

4. A label if the content is adult 

5. The content is exempt if it consists of  

a. Religious messages 

b. Content that broadly complies with the marketing mechanisms specified in the 

law [...] 

 

b.) Messages from Pacific to the external Community should, if possible and appropriate, be sent 

by a third party. Even if such mass mailings conform to the CAN-SPAM Act, the University 

risks being black-listed if recipients see what Pacific sends as SPAM. If a third party is used for a 

mass communication, a sample copy should be sent to an on-campus address for quality control 

and data retention purposes. 

 

c.) Distribution lists should be used. Mass email lists should not be built on the email system 

itself, but rather using an email exploder service. A distribution list service is currently available 

from the Office of Information (OIT) for bulk email using moderated/unmoderated and 

open/closed discussion lists. However, this section is not to be construed as suggesting the 

construction of distribution lists exempts one from this policy. It does not. 

 

d.) Anti-phishing steps must be taken. Mass internal or external communications that lead the 

recipient to a web site that may ask for personally identifiable information must not provide a 
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live URL linked to the sight. Such communications should simply advise the recipient to visit the 

site. For example, “Your housing bill is ready. Please visit your account through insidePacific.”  

 

6. Violation of this Policy 

 

If you believe an email you received from a Pacific.edu address may violate this policy, please 

send it to the IT Security Officer, ITsecurity@pacific.edu. Continued violation of this University 

Policy may result in suspension of email privileges, pending a full investigation. 

 

3.7.9 Business Continuity Planning Policy 

 

POLICY: Each academic department or administrative unit that provides critical services 

based on information technology will document, develop, implement, and periodically test 

continuity plans. 

 

Continuity plans, also known as Business Continuity Plans, enable the critical academic and 

administrative functions of the University to continue in the event a local disaster renders a 

facility unusable or inaccessible for an extended period. This policy is intended to ensure that 

plans are in place that will, in turn, ensure that University Computing and Communications 

Resources are appropriately prepared to enable the University to continue to fulfill its mission 

and commitments. This policy applies to central systems and systems in the various units, 

including desktop computers that support key University functions. 

 

Disaster recovery planning for Computing and Communications Resources is a part of overall 

business continuity planning. Business continuity may also involve alternative facilities, 

personnel or processes and may or may not involve information technology. In some cases, 

where information technology is not a critical part of ongoing activities, the loss of Computing 

and Communications Resources may involve only slight changes to the way academic or 

administrative functions are performed. In other cases, the University may have no practical 

alternative but total and rapid restoration of affected information technology resources. 

 

Disaster recovery for Computing and Communications Resources involves, in part, making 

appropriate system and data backups, storing copies of critical information off site, and arranging 

for alternative and/or replacement resources, including systems and their associated operating 

facilities. It is expected that all University members, especially, Information Administrators 

and/or their designated Security Administrator, will ensure that systems under their stewardship 

are appropriately backed up and that back-up copies are appropriately stored in alternative 

locations. Recovery from backups must be tested from time to time, but at least annually. Critical 

information, as identified by the Information Administrators, should be backed up in such a 

manner as to be recoverable in a timely manner at an alternate operational facility. Business 

continuity plans ensure that mission critical activities, in this case, that use information 

technology, can continue. These plans should be tested at least annually. 

 

It is recognized that rapid and simultaneous recovery of all systems and services may not be 

economically feasible, especially for all classes of disasters. Schools and major administrative 

departments will therefore provide for disaster recovery and business continuity within a given 

mailto:ITsecurity@pacific.edu
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scope and duration, on a system-by-system basis, by priority; all determined jointly by the 

Information Administrators and, if appropriate, the ISPC. It is recognized that business 

continuity and disaster recovery plans and procedures are contingent on identifying specific 

requirements, receiving appropriate University resource prioritization and adequate funding. 

Those units that need assistance in developing continuity plans can work with OISR and/or their 

School’s technology organization. 

 

Issues Addressed 

 

The unavailability of critical information and systems would harm the University’s ability to 

fulfill its mission.  

 

3.7.10  Remote Access Policy 

 

Policy: Remote access to University systems and information will be appropriately 

provisioned and/or controlled to ensure required security. 

 

The teaching, learning and administrative environment of the University extends beyond the 

bounds of the campus and beyond the confines of the University’s Intranet domain. Faculty, 

staff, students, and other Users must have the means to communicate and utilize University 

information resources from off-campus locations. In most cases, individuals desiring remote 

access to the University will do so through the Internet using the services of an Internet Service 

Provider (ISP). The expense and risk of acquiring this external channel for remote access is 

normally borne by the User. 

 

Remote access security when using an ISP may be limited to secure protocols embodied in web 

browsers and University servers or may be a function of User installed encryption software. The 

University’s perimeter firewall or other security devices may control certain types of remote 

access from the greater Internet. Even so, some on-campus systems may require further firewalls 

or similar devices to enhance their security when accessed remotely. 

 

While secure web protocols may be sufficient for most access to sensitive information, some 

remote access activities may require greater levels of security between the University’s most 

secure systems and a User’s remote system. In these cases, Information Administrators, working 

with the Information Security Analyst, may require additional authentication, authorization and 

encryption software and/or hardware before authorization is granted to remotely access the 

information they steward. For example, a secure, authenticated and encrypted virtual private 

network (VPN) might be set up between the User’s remote system and the University’s secure 

network and/or systems. Information Administrators, the Information Security Analyst and those 

responsible for systems and services must take steps, where possible, to prohibit unauthorized 

remote access to information resources that require remote access authorization. 

 

The University has, and will, architect its Computing and Communications Resources in a way 

that provides appropriate on campus system and network security. However, the security of that 

environment may be endangered by unauthorized connections to the University’s trusted 

network or to systems attached to that network. Connections inside the campus firewall, for 
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example, direct remote modem connection to campus servers or individual workstations are not 

permitted except by specific arrangement with the Information Security Analyst. These direct 

telephone connections create additional access points to the network and increase vulnerability to 

the entire University network. Concurrent connection of a workstation to the internal local area 

network and to a modem connection through the telephone system permits the "bridging" of 

networks and increases the possibility of security breaches. When there is a demonstrated need 

for direct connection to workstations or other systems on the University network, which cannot 

be met in any other way, the appropriate Security Administrator, will coordinate installation of 

the connection and/or appropriate software and ensure that the configuration and connection 

meets appropriate security requirements. 

 

This policy is not intended to prohibit the use of on-campus wireless connections to the 

University Network. This policy is also not intended to prohibit the University from offering ISP 

services as appropriate to its mission. Should the University choose to offer such remote access 

services, the Information Security Analyst will work with others to ensure such services meet 

appropriate security requirements. Note that the procedure for exceptions to this policy is 

detailed under “Exceptions”, earlier in this document (see Table of Contents).  

 

Issues Addressed 

 

Inappropriately controlled remote access to University Computing and Communications 

Resources represents a serious threat to the University's electronic information and networked 

systems. 

 

3.7.11  External Trusted Network Security Policy 

 

POLICY: The University will not implement any dedicated connection between the 

University’s network and the network of an external entity prior to conducting a formal 

risk assessment.  

 

Extranets are dedicated networks connecting one trusted entity with another trusted entity. While 

extranets are extraordinarily powerful communications tools, they can represent very serious 

security exposures if the “trusted” partner’s own security is lax. A trusted connection with 

another entity extends the University’s network to include that entity and all of the security flaws 

that may be present in their network. 

 

Formal risk assessments will provide the University administration with a better understanding 

of the level of additional risk involved in a trusted or semi-trusted connection to a partner 

organization. By identifying security weaknesses in a partner organization, the University can 

better identify protective measures it can take to preserve the security and integrity of the 

University’s network, or determine that the connection simply is not worth the risk. Minimum 

acceptable security standards must be agreed upon in writing (through a contract or other 

instrument) prior to the connection being implemented. Note that it may be possible to make 

such a connection on the perimeter firewall and therefore accept no larger risk than connection to 

the general Internet. 
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A less-than-secure trusted partner poses an additional unique threat in that any unauthorized 

activity performed over the connection is difficult to investigate, as the University would not 

normally have the right to audit or monitor the partner’s systems. The University could be placed 

in the compromising position of having to choose between depending on another organization to 

deduce the source of unauthorized activity, or shutting down a valuable business connection to 

that organization. 

The Information Security Analyst can perform formal risk assessments unless he or she deems it 

necessary to bring in outside assistance. The project sponsors would cover the cost of external 

assistance unless otherwise arranged. 

 

Issues Addressed 

 

The threats the University faces in maintaining a trusted connection to another organization with 

less than acceptable security standards are at least equivalent to the threats that the University 

would face were its own network that insecure (which it essentially becomes by extending trust 

to the other organization’s facilities). 

 

3.7.12 Computing and Communications Confidentiality Policy 

 

Version 2.3 Approved by Academic Council on May 10, 2007  

 

POLICY: The University will treat all of its individual User information, User activity, and 

User communications as Confidential Information as defined in its Information 

Management Policy.  
 

Note that the line above is University Institutional Policy and that what follows is University Operational Policy. Both are 

approved by the Information Strategy and Policy Committee (ISPC).  

 

1) Users should not assume they are anonymous or have absolute confidentiality. Modem 

communications and computing systems may monitor, record or maintain certain User 

information (like directory information or files), User activity (like web sites visited) and User 

communications (like Email) as a normal part of their operation. Authorized Security 

Administrators I Systems Administrators in the normal course of operations, maintenance or 

problem diagnosis may have access to User information, User activity and User communications. 

As a result of this normal maintenance activity, information, activity or communications 

discovered to be in potential violation of University policy may be discovered. This information 

will be disclosed to the appropriate University official(s) and may ultimately result in 

investigation and/or corrective action (as defined under Enforcement).  

 

2) Users should be aware that backups and copies of information may exist and may be retained 

for indeterminate periods of time, regardless of whether that information is 'deleted' by the User  

 

3) The University will not routinely monitor User information, User activity or User 

communications. However, the University reserves the right to investigate suspected violations 

of University Policies by monitoring or reviewing individual User information, User activity or 

User communications on any of its owned or provided systems. Authorization for any such 

monitoring must be obtained in writing from both the Information Security Analyst (The 
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Security Officer) and the Chief Information Officer. Such authorization will be done in concert 

with the appropriate University officials and/or University counsel. In general, authorization will 

not be given for purposes relating simply to employee performance. For example, accusations of 

excessive web surfing are a management issue, not an issue sufficient to warrant monitoring. In 

addition, monitoring requests from non-University entities, including law enforcement, must 

additionally be cleared through University counsel. Requests, in writing, by an individual to have 

their own information, activity and communications monitored can be honored by the 

appropriate system administrator and/or the Information Security Analyst.  

 

4) Emergency steps can be taken. If in the judgment of the appropriate University officers or 

management, it is necessary to protect the integrity of its Computing and Communications 

Resources against unauthorized or improper usage, and to protect authorized Users from the 

effects of unauthorized or improper usage under the University's Acceptable Use Policy, or 

otherwise to protect the fiscal or management integrity of the institution, the University (through 

its Security Administrators) reserves the right to limit permanently or restrict any User activity, 

to inspect, copy, remove or otherwise alter any User information (on University owned or 

provides systems), to inspect, copy, or remove User communications (on University owned or 

provided systems) and to do so without notice to the User. Emergency action on personally 

owned machines is limited to removal from the network unless the action is part of a legal 

process. As per the Sanctions (See Table of Contents) of these policies, in addition, technical 

action may be taken in emergency situations by authorized Information Technology staff, other 

corrective action, technical or non-technical, will be taken in accord with applicable University 

policies and procedures.  

 

5) Normal Human Resource and student judicial policies will be used for non-emergency cases 

of suspected policy violation. Today, students, faculty and staff depend on information 

technology to perform their duties and meet expectations. If non-emergency IT policy 

infringement problems arise they must be resolved in a consistent manner and utilize established 

University investigative and disciplinary channels and procedures. The CIO and Information 

Security Analyst (Security Officer) will work with the appropriate general University officials 

and appropriate School or administrative unit officials in these matters. The Security Analyst 

may also address this process with incident response procedures.  

 

6) IT staff will not take unilateral action outside an emergency. The intent of the previous two 

paragraphs is to ensure that, except in an emergency, information technology staff members do 

not take unilateral action restricting User activity and/or action outside of established University 

processes. An emergency situation occurs when the integrity or security of systems is at stake, 

when a User's usage is seriously impacting the usage of others, or when the University has been 

placed in a position of immediate harm to its image or immediate legal liability. Simply having 

the potential for these conditions may be grounds for prompt process, but does not constitute an 

emergency. If a question arises about whether a situation is or is not an emergency, the 

Information Security Analyst and/or the CIO should be consulted.  

 

7) Users should be aware that the University has no control over the content of information 

servers on the external Internet and does not routinely monitor inbound traffic for content. Please 
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be informed that some information on or from the Internet may be personally offensive and/or 

unsuitable for certain audiences. User discretion is advised.  

 

8) Users of "personal" computers, even if the University provides it, are responsible for insuring 

that their systems are properly backed up and that the information contained therein is 

appropriately safeguarded to maintain security, confidentiality and policy compliance. Viruses, 

Trojan horses, worms, password breakers, packet observers, remote controllers and other 

malicious software may exist in the University electronic environment. Be aware that these 

programs may be dangerous and/or capable of compromising confidential information. Take 

appropriate precautions including keeping anti-virus software up to date. In general, never run or 

access a program or received file unless the content is known in advance and the source is 

trusted.  

 

9) As part of keeping individual User information Confidential, the University will not disclose 

any confidential information to non-University third parties, except 1) in compliance with 

federal, state, and local laws and judicial process or 2) as required to conduct the operational 

business of the University. In the latter case, the University may disclose information to third 

parties who are under contract to the University to provide a service. The University will ensure 

that contracts with third party vendors prohibit the release of University information to any entity 

not part of its contract and will maintain the confidentiality of University Information, including 

information on individuals.  

 

10) The information in computers not owned or provided by Pacific (so called Private computers 

as opposed to Institutional computers) is considered Private and Confidential. The courts (a three 

Judge Panel of the U.S. Court of Appeals for the Ninth Circuit in San Francisco upheld an earlier 

decision of the U.S. District Court of the Northern District of California) have ruled that students 

have "a legitimate, objectively reasonable privacy expectation" concerning data on their 

computers even though it may be connected to a University network. By extension, Pacific 

employees, whose authorized jobs involve computer maintenance and security, must gain 

documented permission from the owner before accessing not just student computers, but any 

privately owned machine.  

 

Note: Users are responsible for maintaining proper back-ups of their data, including, but not 

limited to, data files, applications, license keys and documentation. Although a rare occurrence, 

University service personnel are not responsible for any loss of data that may occur as a result 

owner authorized activities. This is to be documented as part of the permission process (above).  

 

11) The information in computers owned or provided by Pacific (so called Institutional 

computers as opposed to Private computers) is considered Confidential, but not Private. Pacific 

employees, whose authorized jobs involve computer maintenance and security, are not required 

to gain permission from its steward or User (or their designee) before accessing any institutional 

machine for normal maintenance and security purposes.  

At Pacific, except in an emergency, any intrusions into institutional personal computers beyond 

normal authorized maintenance and security, requires the authorization of the Information 

Security Analyst (Security Officer), the Director of Human Resources, or a Cabinet member. All 
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such non-emergency access to a machine used by a faculty member requires authorization by a 

Cabinet member.  

 

Note: Users are responsible for maintaining proper back-ups of their data, including, but not 

limited to, data files, applications, license keys and documentation. Although a rare occurrence, 

University service personnel are not responsible for any loss of data that may occur as a result 

institutionally authorized activities.  

 

3.7.13 Telecommuting Policy 

 

Approved by Academic Council on February 8, 2007, Administration on March 19, 2007 

 

POLICY: University of the Pacific supports properly managed telecommuting where there 

are mutual benefits to the University and the employee and may require it in exceptional 

situations. 

 

Note that the line above is University Institutional Policy and that what follows is University 

Operational Policy. Both are approved by the Information Strategy and Policy Committee 

(ISPC). 

 

Definition of Telecommuting: Telecommuting is a mutually agreed upon work arrangement, not 

an employee entitlement, benefit or, unless a condition of hiring, a requirement, in which all or 

some of the work is performed at a non-University worksite. Telecommuting in no way changes 

the terms and conditions of employment with the University. 

 

Exceptional Situation Provision: In the event the University (via the Cabinet) declares an 

Exceptional Situation for all or part of a Pacific campus, for example in the event of a 

natural or man-made disaster or epidemic, the University may require telecommuting for 

all or a part of those affected for the duration of the situation, unless prohibited by law. 

 

3.7.14 Network Scope of Service Policy 

 

Approved by Academic Council, 2007, Administration, August 13, 2007 

 

Policy: The University is not a public Internet Service Provider, operates a private secure 

network solely for the benefit of its user community, including authenticated guests, for 

activities aligned with the mission of the university and does not provide its network 

services to those outside this community. 

 

Note that the line above is University Institutional Policy and that what follows is University 

Operational Policy. Both are approved by the Information Strategy and Policy Committee 

(ISPC). 

 

Definitions: 
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User Community are all those individuals that fall under Pacific’s Business Rules that define 

the provision of service by status. The User Community may, and usually does, contain 

Authenticated Guests.  

Authentication is a process used to identify a person to a computer or network system, 

commonly through validation of an ID and password. Authentication at Pacific involves having a 

PacificNet ID and password. 

Authorization(s) are what an authenticated individual has the rights to do. Authorizations often 

depend on status, but may be fine-grained and relate to the specific person. 

Status is the current standing relative to the University. For example, Student, Faculty, Staff 

member, Alumni, Authenticated Guest or Vendor. A person may have more than one status. 

Authenticated Guest is an individual that is not an employee, student, alum or some other 

established category of Pacific community user. This category of user is intended for temporary 

access to Pacific’s systems and services. Pacific does not supply its systems and services to 

Guest users on a long-term basis. Temporary workers, including those working for temp 

agencies are Authenticated Guests. Authenticated Guests must agree at login to be subject to the 

IT Policies of Pacific, including the Associated Use Policy (AUP). Background checks may be 

required depending on duties as required by Human Resources. 

Vendor is an authenticated Pacific user that is included as part of the Community on a long term 

basis by virtue of the Exception Clause below. That is, they are an employee of a third party that 

has a formal arrangement with Pacific. To get the required PacificNet ID and Password, a vendor 

must agree in writing to be subject to the IT Policies of Pacific, including the Associated Use 

Policy (AUP) and agree to a background check to be conducted by HR at their or their 

company’s expense. If a person is no longer associated with the third party, their Vendor status 

and credentials are revoked. Temporary workers, where salary is paid to a temp agency (and not 

directly to the person) are not considered vendors, but Authenticated Guests.  

 

1) This policy statement combined with certain technical considerations is designed to insure that 

Pacific is not subject to CALEA 

 

Communications Assistance to Law Enforcement Act. 1994 legislation that gives law 

enforcement agencies the right to place wiretaps on digital wireless networks. CALEA also 

requires wireless and wireline carriers to make their digital networks able to support law 

enforcement eavesdropping and wiretapping equipment and activities. Higher Education 

institutions are exempt if they are not judged to be Internet Service Providers (providing services 

to third-parties), but operate private networks (for their sole benefit). 

 

 

There are complex technical and policy issues related to the determination of institutional 

CALEA exemption. OIT will continue to pursue legal clarification of the (private network) 

technical perspective as required. This policy is intended to maintain clean compliance relative to 

the provision of services to non-Pacific (third-party) entities such that questions are not raised 

going forward. However, on this specific issue of the provision of services to non-Pacific 

entities, some grey area is likely to remain. Because this policy is not intended to prohibit 

necessary and essential university operations, the following exception process is included: 
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Exception Clause: Provision of service to Vendors or non-Pacific entities can be provided so 

long as 1) The University obtains a favorable written legal opinion on the provision of the 

service relative to CALEA, taking into account previous and/or current exemptions and 2) the 

Cabinet formally approves such provision and 3) the provision of such services passes an initial 

and periodic technical and security review. The effort necessary to document the request, obtain 

the legal opinion, present it to Cabinet, secure the installation, including any costs in the process, 

is the responsibility of the requesting unit.  

 

2) This policy is intended to insure that non-Pacific corporate entities, or their agents, do not 

(except as above and in 5) below) have access to PacificNet services. These corporations and 

individuals are often beyond the purview of Pacific’s policies and procedures (ex. background 

checks). Without limitation, some examples of non-Pacific entities are: food service companies, 

cleaning companies, non-pacific owned book stores, building contractors, or any on-campus 

organization whose employees are not employees of Pacific. 

 

3) This policy is not intended to block access and services to Authenticated Guests of the 

University directly engaged in Pacific’s mission of teaching, learning, scholarship and 

administration. (ex. guest lecturers, registered library patrons). Pacific may or may not provide 

these individuals service on a case by case basis. (ex. One would not expect Pacific to give email 

service to library patrons.) 

 

4) This policy is not intended to block authorized access to consultants and contractors that 

require access University IT systems solely for the purposes of deploying or managing those 

services. It would be expected that those individuals would get Basic IT services (like email) 

from commercial providers. 

 

5) This policy is not intended to be immediately retroactive for existing situations: 

 

Grandfather Clause: Any individuals or organizations that have contracts, agreements, MOUs 

or understandings with Pacific that would be in violation of this policy are exempt from this 

policy so long as certain conditions are met. Those conditions are: A) Their contract, agreement 

or MOU is not renewed, B) their physical location does not change or C) their status does not 

change (ex. they do not have a change in ownership).  

 

The above not withstanding, Pacific will conduct a security audit on those falling under this 

clause and changes may be recommended, or required as permitted by contract, agreement or 

MOU language. 

6) This policy does not prohibit Pacific from offering information technology transport services 

for computing and communication so long as such transport is logically, if not physically, 

isolated from PacificNet. For example, OIT might be able to connect construction trailers with 

available fiber or copper and not be a part of PacificNet. Likewise, transport may take the form 

of a separate dedicated VLAN with no logical connection to PacificNet. Without access to 

PacificNet, there is no Internet access. 
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7) This policy does not prohibit Pacific from supporting these non-Pacific activities with money 

or personnel, so long as this does not conflict with any of the other terms of this or other Pacific 

IT Policies. 

 

8) This policy does not prohibit Pacific from using temporary employees that work for 

employment agencies. 

 

3.7.15 Technology Acquisition Coordination Policy 

 

Policy: All significant purchases, leases, gifts, loans, renewals and contracts for new, used 

or upgraded Information Technology goods, services and implementations, shall occur in 

coordination with the Office of Information Technology in a timely manner across the 

schools and campuses. 

 

Note that the line above is University Institutional Policy and that what follows is University 

Operational Policy. Both were approved by the Information Strategy and Policy Committee 

(ISPC) on 12/17/07. 

 

Information Technology (IT) has now permeated virtually every aspect of our academic lives 

and business processes. Increasing concerns over cost, reliability, security, staffing, business 

continuity and the management of customer relations is, and will continue to be, moving the 

various academic and administrative units of the University towards greater interdependence. 

Individual unit decisions now affect the greater University as never before. We can no longer 

afford, in terms of dollars, efficiency, or security, uncoordinated action relative to IT. The scope 

and process of the required policy are outlined below. 

 

Scope:  
(1) IT goods and services include, but are not limited to, computers, software, voice, data and 

video services, cable TV services, mobile phone services, wireless services, voicemail, 

telephone switch matters or other telephone based service installations or upgrades, IT based 

administrative services or products, and IT based academic or operational services. 

 

(2) This coordination specifically includes the purchase, lease, renewal or upgrade of any 

hardware, software or service that might reasonably interface with Banner immediately or in the 

future as well as any hardware or software that automates or provides administrative 

functionality.  

 

(3) This coordination specifically includes, but is not limited to, email systems, course 

management systems, directory services, authentication and authorization services, content 

management systems, portfolio systems, library systems, web services, and hosting services.  

 

(4) University standards for desktop and server acquisitions fall under the Information Strategies 

and Policy Committee (ISPC) operational Policy of Technological Diversity and do not require 

coordination under this policy so long as those acquisition guidelines and established hardware 

standards are followed. Mass purchases on non-standard desktop equipment need to be 

coordinated. 
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(5) For the purposes of this policy, “significant” means goods, services or collections thereof, 

intended to be utilized by more than one person OR where the cost or value of such is at the 

Capital level as described in the Business Policies and Procedure’s Manual, or above, including 

applicable taxes and fees OR where such acquisitions require an agreement or contractual 

arrangement in excess of one year OR any combination of the above.  

 

6) Regardless of the above, including the exact definition of “significant’, the spirit of this 

policy is expected to be upheld. Acquisitions that potentially affect other systems, business 

processes, groups or individuals need to be coordinated appropriately. If there is any doubt or to 

make sure, contact OIT. 

 

Process:  
 (1) Planning and notification is required. 

a) Proposals or plans for the activities described above must be brought forward to the 

appropriate Director in OIT, at the time the decision is first made to investigate or 

pursue, but no less than 30 days before an offer or contract expires, or is scheduled to 

renew, or the functionality is required. Note that some contracts renew automatically 

if 30 to 60 days advance written notice is not provided. The preferred methods of 

bringing plans and activities forward is:  

i. For schools, to come from the school IT committee, through the Chair, to the 

Director of Academic Technology Services or Director of Cyber Infrastructure. 

ii. For the administrative units, to come from the sponsoring unit, through the 

administrative computing committee structure and/or to the Director of 

Enterprise Applications. 

iii. For Athletics, Student Life, or in the case of doubt or the position vacancies 

and absences, to the CIO for appropriate disposition. 

b) The appropriate OIT Director and/or the CIO will coordinate, if necessary, with the 

Information Strategies and Policy Committee, seeking its endorsement and 

recommendation as appropriate.  

c) Proper planning is a requirement of these policies. Proposals shall not be brought 

forward at the last minute, under “emergency conditions,” expiring vendor offers or 

other unrealistic deadlines. 

d) Prior to execution, all proposals, contracts and licenses that fall under the auspices 

of this policy are subject to a Security Review by the Information Security Officer, in 

consultation with Risk Management, as appropriate. As a practical matter, if a 

proposal is viewed as possibly having security issues, taking it to the Information 

Security Officer (ISO) first may expedite the process. The ISO will then distribute it 

to the appropriate OIT Director. 

 

(2) Cooperation and timely action is required.  

a) Coordination is working to the spirit of this policy in good faith, regardless of 

technicalities.  

b) The OIT staff and/or the CIO will review all significant IT, contracts, agreements, 

offers or understandings, before they are acted upon by the requesting unit, school or 

campus.  
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c) OIT will coordinate all the relevant stakeholders and, as soon as possible within the 

coordination period, as appropriate, create an institutional view and recommendation. 

d) It is mandated that all applicable parties will distribute all available information in a 

timely manner that enables appropriate discussion, investigation of alternatives and 

testing where applicable. 

e) Close coordination of Purchasing Departments on the three campuses is necessary, 

and expected, to assure the success of this policy. 

 

(3) Consequences will occur for non-compliance. 

a) Failure to coordinate IT acquisitions, through commission or omission, in violation 

of this policy will be handled as prescribed in Pacific’s Information Technology 

Policies under Sanctions. 

b) Failure by the proposal sponsors to act in the timely manner described above will 

be grounds for possible rejection of the proposal. 

c) Failure by OIT to act in the timely manner described above will be grounds 

for acceptance of the proposal following consultation with the CIO, Provost and 

appropriate Vice President. 

 

3.7.15.1 Emergency Notification Policy 

 

Policy: Participation in the University’s electronic Emergency Notification System is 

mandatory for students and for all individuals with wireless communication devices paid 

for in whole or part by the University. 

 

Note that the line above is University Institutional Policy and that what follows is University 

Operational Policy. Both were approved by the Information Strategy and Policy Committee 

(ISPC on 12/17/07). 

 

Policy Overview 

In the wake of the Virginia Tech shootings, most colleges and universities reviewed their plans 

for emergency notification. OIT working with Public Safety and the Pacific Alert Team and with 

the help of Student Life, have implemented an electronic Emergency Notification System 

available for all current faculty, staff, students and other authorized members of the Pacific 

Community. All students must participate. Because participation heightens personal safety and 

the safety of others in the community by providing early communication and information about 

campus crises and emergencies, all faculty and staff are strongly recommended to participate. 

Some individuals holding positions of responsibility at Pacific, such as Student Life staff, may be 

required to participate as are individuals whose phones are sponsored in whole or part by the 

University. Employees are encouraged to enter both their mobile phone numbers and their home 

phone numbers so that they may be made aware of campus situations even when they are off 

campus.  

 

It is not the intent of this policy to suggest that this is the only means of emergency notification 

to be used by the University. Participation does not constitute any form of guarantee of safety.  
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Operational Overview 

1) Pacific’s Electronic Emergency Notification System has two parts. The first part is the actual 

Notification Message Service. This is provided by a well respected company that is used by 

many universities. In an emergency, all numbers and email addresses provided are sent the 

notification.  

 

2) The second part of the system is provided by OIT and is used to gather and maintain the 

contact information. All users with Pacific Net IDs can provide/update their contact information 

through insidePacific. This method enables participants to update their information, which they 

will need to do periodically to keep the system current. 

  

3) Compliance with this policy will be assessed at key verification points in University business 

processes (indicated below) as necessary to maximize participation.  

 

4) The University will not supply communication devices solely to meet any aspect of this 

policy. However, if the University pays, in whole or in part, for a person’s cell phone, they must 

participate in this system as defined below. 

 

5) OIT, working with Public Safety, will add certain key buildings/individuals to the automated 

system using campus exchange numbers. These individuals will be responsible for notifying 

others as appropriate and directed.  

 

Privacy 

Pacific respects the privacy of its community members. The information gathered for this 

Emergency Notification System is confidential, collected under its own dedicated Privacy 

Statement Addendum, and is not shared with other applications or systems. See also Pacific’s 

Master Privacy Statement. 

 

Participation Defined 
To participate, individuals must supply a primary contact number. Specifically, it is university 

policy that students who carry mobile phones and other community members who are provided 

with University paid mobile phones or are reimbursed in whole or in part for mobile phone 

charges, must register them with this system as the primary contact number. International 

numbers are not allowed, but toll based numbers are permitted. Due to inbound trunking 

limitations on each campus, the respective campus exchange numbers are not allowed (946, 739, 

929, etc.). Those individuals without mobile phones will need to register, in good faith, the next 

best alternate phone number (home, spouse, parent, etc.) and rely on email and/or other 

notification means as available. Pacific email addresses are pre-populated and users can provide 

an alternate email address. Users of University supplied cell phones will automatically be 

enrolled as participants. 

 

Note that while participation is optional for non-students with privately funded communication 

devices, it is highly encouraged. Some employees in key positions may be required to participate 

as a condition of employment. All participants must keep their information current and accurate. 
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Verification 

1) Verify their input. After supplying (or reviewing) their information, self-enrolling participants 

must programmatically agree to the following statement: 

The information I have provided above is correct to the best of my knowledge. If I carry a 

wireless communications device, I have provided its number as the primary contact. I 

understand that failing to keep this information current and accurate puts me at additional 

risk of not being notified in an emergency. I agree that the University of the Pacific can 

release the information I have provided to the Notification Message Service in 

accordance with the University’s Privacy Policy for the sole purpose of providing this 

service. I understand that this notification system is no guarantee of security. 

 

2) The system will keep the date of last verification. No verification date can be more than 180 

days old for staff or one term old for students. Older dates will be blanked, that is, the 

information set to un-verified. The next time a compliance assessment step is encountered, re-

verification will be required before one can proceed.  

 

3) The system will be tested periodically. If it succeeds in contacting a participant, by phone, it 

will reset their verified date to the date of the test. If the participant cannot be reached, OIT will 

blank the verified date and send them an email. In theory, if a participant gives accurate 

information, maintains it and is able to be contacted, they will not be needlessly impeded by 

compliance assessment steps. If not, the email will read: 

Pacific’s Emergency Notification System failed to contact you in its most recent test. 

This could occur for any number of reasons. However, to ensure that the system has your 

current information, you are asked to re-verify its accuracy. University policy requires 

this information to be current and accurate. Please do so immediately by logging on to 

PacificNet or insidePacific and following the instructions. Thanks for your help in 

keeping the campus safe. 

    -Public Safety 

 

Compliance  
1) If a user mandated to participate in the Emergency Notification System under this policy is not 

participating or a participant is out of compliance, they may be prevented from proceeding from 

login to PacificNet and/or proceeding from login to insidePacific. 

  

2) Supplying false or inappropriate contact information may be grounds for disciplinary action. 

 

Termination 
Participation in the Emergency Notification System will automatically terminate for students no 

less than 90 days after graduation or loss of student status. After graduation or loss of student 

status, former students may manually opt out of the Pacific Connect through insidePacific if 

early termination is desired. Participation in the Emergency Notification System for Pacific 

employees (faculty and staff) will terminate on the day after their employment termination. Other 

participants, if any, may terminate participation in the Emergency Notification System at any 

time by blanking out their information in insidePacific. 
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Other Requirements 

1) Offices may require mobile phones be set to vibrate, but may not require them to be 

turned off. 

 

3.7.16 Privacy Policy 

 

Policy: The University will create, maintain and abide by a Master Privacy Statement 

applicable to all record keeping systems and will amend it with any required unit specific 

privacy statements. 

 

Note that the line above is University Institutional Policy and that what follows, including the 

Master Privacy Statement, is University Operational Policy. Both are approved by the 

Information Strategy and Policy Committee (ISPC). Adopted by the Cabinet 2/25/2008. 

 

Privacy Policy Definitions 

Confidential information – Confidential Information is defined by The University’s Information 

Management Policy and repeated here for convenience: 

Confidential Information is the strictest data classification used by the University and 

requires maximum control. Depending on the nature or contents of the Confidential 

Information, disclosure or alteration of this type of information could cause great harm 

to an employee, student or the University. Confidential Information requires 

safeguarding, either due to the requirements of law or because of the mandates of 

prudent and reasonable practices.  

The University’s Computing and Communications Confidentiality Policy states: The University 

will treat all of its individual User information, User activity, and User communications as 

Confidential Information as defined in its Information Management Policy.  

Restricted Information – Information with access restricted to individuals who have been 

explicitly granted authorization to do so. 

Private Information – Information owned or controlled by the individual, not the institution.  

Personally Identifiable Information – Private information stored with personally identifiable 

names or numbers. All Personally Identifiable Information is Confidential Information. 

Protected Health Information: - The Privacy Rule provisions of the Health Insurance Portability 

and Accountability Act (HIPAA) of 1996 protects all "individually identifiable health 

information" held or transmitted by a covered entity or its business associate, in any form or 

media, whether electronic, paper, or oral. The Privacy Rule calls this information "protected 

health information (PHI).” 

Privacy – The expectation that Personally Identifiable Information will not be disclosed to 

anyone other than its owner. Privacy is traded for the ability to do business with strangers. 

Practically speaking, consumers convert their private information to restricted information in 

return for goods and/or services. 

Privacy Statement – The detailed, documented, public face on the University’s stewardship of 

user information. 
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Master Privacy Statement – The operational privacy principles the University uses that pertain to 

all cases. 

Master Privacy Statement Addendum – The special or exceptional operational privacy principles 

the University uses that pertain to a specific case.  

Computers – this means desktop, laptop, servers and all other computing hardware, media and 

communication devices or systems that can store data 

 

Privacy Policy Background 

 

According to Educause’s white paper Privacy, “Traditionally, Congress has chosen not to pass 

any broad spectrum privacy laws, but to limit the government’s power and target specific issues 

as they arise. As a result, we have a “quilt” of laws and regulations such as the Fair Credit 

Reporting Act, the Family Education Rights and Privacy Act, the Cable Communications Policy 

Act, [the Health Insurance Portability and Accountability Act,] and most recently the Children’s 

Online Privacy Protection Act [and the Gramm-Leach-Bliley (GLB) Act]. However, what has 

developed is a standard. The Code of Fair Information Practices was originally developed in 

1973 by the Department of Health, Education, and Welfare to limit the government’s access to 

private information. It has evolved into the standard which both the government and private 

sectors use to measure privacy policy, and is comparable to international guidelines developed 

by the OECD (Organization for Economic Cooperation and Development).” The work below 

covers the requirements of that code. In California, The California Online Privacy Protection Act 

of 2003, is aligned with the code (alignment is bolded below). 

 

In 2004 the U.S. Department of Health and Human Services (“HHS”) issued the Privacy Rule to 

implement the requirement of the Health Insurance Portability and Accountability Act of 1996 

(“HIPAA”). The Privacy Rule standards address the use and disclosure of individuals’ health 

information—called “protected health information” by organizations subject to the Privacy Rule 

— called “covered entities,” as well as standards for individuals' privacy rights to understand and 

control how their health information is used. 

 

It should also be noted that issues like identity theft and spam have become serious problems in 

daily life. As the University increasingly collects personal information as it moves toward its 

goals of customized and personalized service to its community, privacy concerns will be a 

significant roadblock unless they are directly and prominently addressed. The University must 

join the large number of commercial entities that provide comprehensive and visible privacy 

statements.  

 

Privacy Policy Principles 
 

1) The Master Privacy Statement applies to all data on individuals held by the University. 

2) Privacy Statement Addendums are and will be written: 

 a) when it is necessary to override and/or modify this Master Privacy Statement 

b) when required by law or contract 

c) when information falling under this Statement is supplied to third parties 

d) when units provide health services subject to the HIPAA Privacy Rule 
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3) The Master Privacy Statement is about documenting stewardship of information in record-

keeping systems and does not cover ownership or copyright issues. 

4) It is the University’s policy that there shall be no personal data record-keeping systems whose 

very existence is a secret.  

5) Each record-keeping system, as needed by contract, or required by law, will have an 

associated Privacy Statement Addendum conveniently available to its information 

contributors. In particular, as applicable and/or required, each online web page will have a 

Privacy Statement link that covers the personally identifiable information being solicited on 

that page. 

Privacy Statement Addendum Principles 

Where they exist, each Privacy Statement Addendum shall include: 

 

1) A unique name for the Privacy Statement Addendum that clearly identifies the Addendum for 

the intended purpose and/or audience. For example, Admission’s Website Privacy 

Statement Addendum. 

2) The full name of the organizational unit sponsoring the Addendum and its current contact 

information. 

3) The date this Privacy Statement Addendum took effect and the date it was last updated.  

4) A statement that this is an Addendum to the University’s Master Privacy Statement and a web 

reference link back to the Master Privacy Statement. 

5) What personally identifiable information of the information provider or third party personally 

identifiable information is being obtained or collected under this Addendum, directly or 

through, non-University third parties. 

6) How the information will be used and/or how it will not be used. 

7) If different from the provisions of the Master Privacy Statement, with whom the information 

may be shared and/or with whom the information will not be shared. 

8) What choices, if any, are available to the information provider regarding how information is 

or may be obtained, used and/or distributed. 

9) How the information provider can access, verify, amend the collected information and/or 

correct any inaccuracies in the collected information. 

10) The kind of security processes, procedures and policies that are in place to prevent the 

misuse, alteration or loss of the provided information  

11) A statement that the University and/or the University organizational unit controlling the 

Privacy Statement Addendum reserves the right to change it at any time without prior notice 

or consent, but that if such changes are made, they will be prominently and widely 

communicated.  

12) For Privacy Statement Addendums covering information gathered online, a change history 

for that Addendum will be maintained off the Privacy Statement link on each page that 

gathers such information. 

13) In cases where a Business Associate Agreement as described in the HIPAA Privacy Rule is 

mandated, this should be documented in the Addendum. 

 

Note: All Privacy Statements and Addendums should be reviewed by legal counsel. When 

providing paper copies to information providers, the information collector must provide the 

Master Privacy Statement and all the appropriate Privacy Statement Addendums relative to the 

information being collected. 
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Limitations 

 

Neither this master Privacy Statement nor any of its Privacy Statement Addendums are intended 

to address all, or fully and accurately prescribe, compliance steps required under the various 

applicable federal, state and local laws. It is expected that the University will comply with all 

such laws as determined to be applicable to the University by its legal counsel. Therefore, 

University compliance with this policy and/or statements should not be considered sufficient to 

comply with any particular law. The advice of expert counsel is recommended for all compliance 

issues. 

 

 

******************************************************************************

******** 

******************************************************************************

******** 

 

Pacific’s Master Privacy Statement 
 

Date this Master Privacy Statement went into effect: MM/DD/YYYY 

Date this Master Privacy Statement was last updated: MM/DD/YYY 

 

Privacy Statement Definitions: 

 

The University: The University of the Pacific and all its divisions, departments and officially 

sponsored organizations.  

The General Public: Unrestricted readers of, University produced, Printed Materials and Web 

Site. 

Personally identifiable information: Individually identifiable information including any of the 

following: 

(1)  A full or partial name 

(2)  A home address or other physical address 

(3)  An e-mail address or other electronic address 

(4) A telephone number or other communications device number 

(5)  A social security number or other identification number 

(6)  A date of birth 

(7) Drivers license number 

(8)  Credit card or Financial account number 

(9) Any other identifier that permits the physical or online contacting of a specific individual. 

(10) Any information concerning an individual in combination with an identifier described 

above. In particular,  

a)  for students, this includes all information not designated as Directory information 

under FERPA. 

b)  for all, Protected Health Information (PHI). The Privacy Rule provisions of the 

Health Insurance Portability and Accountability Act (HIPAA) of 1996 define PHI 

as all "individually identifiable health information" held or transmitted by a 
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covered entity or its business associate, in any form of media, whether electronic, 

paper, or oral.”  

Does not include non-individual summary information used for statistical purposes.  

 

Does not include works of authorship, copyrighted information or electronic communications 

such as voicemail or email. 

 

Record keeping system: A system designed to collect, organize and store personally identifiable 

information. Record keeping systems may vary from a simple document, to a spreadsheet to a 

database and are primarily intended to facilitate administering activities related to the mission of 

the University.  

Information Provider: The individual that provides the information. 

Third Parties: Individuals or organizations, not a part of or affiliated with the University. 

Provided information: Personally identifiable information given directly to the University by an 

individual. This information can be about themselves or another individual, like a parent or 

guardian. 

Collected Information: Personally identifiable information that may include directly provided 

information and/or information obtained from a third party. 

 Directory Information: Personally identifiable information that: (1) For Students consists of 

elements defined as not confidential under FERPA. (2) For employees, information defined as 

not confidential by HR. (3) For everyone, information that the Information Provider explicitly 

designates as not confidential. Directory information may be freely provided to The University. 

Privacy Flag: Students may request that Directory information not be shared with anyone, by 

asking the Registrar to set the privacy Flag. 

 

Introduction 

 

In the course of fulfilling its mission of teaching, learning and scholarship, the University 

employs a variety of record keeping systems and collects and uses a variety of information 

associated with its past, present and future customers, including faculty, staff and students. In 

addition to observing all applicable privacy and confidentiality laws, the University respects and 

protects individual privacy through this Master Privacy Statement and, where applicable, a series 

of Privacy Statement Addendums. Privacy Statement Addendums are specific to the information 

being collected and/or the specific academic or administrative units that collects it. 

 

Privacy Statement Precepts 

 

In all circumstances, the University will: 

 

a. Secure all personally identifiable information using appropriate and generally practiced 

security measures and technology.  

b. Except for Directory Information, consider all personally identifiable information as 

confidential under its Computing and Communications Confidentiality Policy, sharing it 

only on a need-to-know basis under the terms of this Master Privacy Statement and any 

applicable Privacy Statement Addendums. 
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c. Directory Information will not be shared with the General Public without its owner’s 

explicit permission. 

d. Practice good stewardship of Directory Information, using it appropriately under 

applicable laws, this Master Privacy Statement and any applicable Privacy Statement 

Addendums. 

e.  If it is required to do so, comply with the law or with legal process and disclose 

personally identifiable information 

f.  Retain the right to use personal information in its systems to identify the source of any 

inappropriate usage of its electronic resources as outlined in its Information Technology 

Policies: Acceptable Use Policy. 

g.  Change this Master Privacy Statement from time to time without prior notice or consent, 

but if changes are made, that fact will be prominently and widely communicated. A 

Change history for the Master Privacy Statement will be maintained off the Privacy 

Statement link on Pacific’s Home Page.  

h.  Accept and act on all allegations of Privacy Statement violations addressed to 

privacy@pacific.edu. 

 

Unless explicitly stated otherwise in a specific Privacy Statement Addendum, Pacific may: 

 

i.  Share personally identifiable information, on a need to know only basis, with authorized 

third parties (non-Pacific entities) that provide service to the University and that have 

contractually agreed to point (a.) above.  

j.  Share protected Health Information with authorized third parties as permitted under the 

HIPAA Privacy Rule solely for the purpose of treatment, payment, or and health care 

operations.  

k.  Not provide personally identifiable information to third parties for any purpose unrelated 

to the mission of the University without the explicit permission of the information 

provider or as specified in the HIPAA Privacy Rule. This includes, but is not limited to 

the marketing of commercial goods or the provision of commercial services. 

l.  Share personally identifiable information within Pacific in support of its mission of 

teaching, learning and scholarship and the administration thereof so long as the Privacy 

Statement Addendum (if any) under which the information was collected remains in 

force. 

m.  Obtain personally identifiable information from third parties (collected information), 

solely as necessary to conduct the business of the University, and will treat that 

information as if it were directly obtained from the person in question. 

n.  Request personally identifiable information for the purpose of obtaining access to and/or 

verifying authorization to use services or facilities of or sponsored by the University, 

especially by electronic means for electronic services.  

o.  Add a consent line to information input sources, like forms or screens, stating that by 

their agreement their information will be managed under the University’s Privacy 

Statement and/or a particular Privacy Statement Addendum(s). Failure to sign would halt 

the associated business process, perhaps resulting in the inability of the University to 

provide desired services or considerations. 

 

  

mailto:privacy@pacific.edu
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Appendix I California Online Privacy Protection Act of 2003 
 

Below is the full text of the applicable parts of the California Online Privacy Protection Act of 

2003. Because Pacific complies with all applicable law, this appendix is University Policy by 

reference. Note that this law is very prescriptive as to how privacy policies are to be posted on 

web sites. Those units to which this law applies, must write corresponding Privacy Statement 

Addendums. 

 
BUSINESS AND PROFESSIONS CODE  

SECTION 22575-22579  

 

22575.  

(a) An operator of a commercial Web site or online service that collects personally 

identifiable information through the Internet about individual consumers residing in 

California who use or visit its commercial Web site or online service shall conspicuously 

post its privacy policy on its Web site, or in the case of an operator of an online service, 

make that policy available in accordance with paragraph (5) of subdivision (b) of Section 

22577.  

 

 An operator shall be in violation of this subdivision only if the operator fails to post its 

policy within 30 days after being notified of noncompliance. 

(b) The privacy policy required by subdivision (a) shall do all of the following: 

(1) Identify the categories of personally identifiable information that the operator 

collects through the Web site or online service about individual consumers who 

use or visit its commercial Web site or online service and the categories of 

third-party persons or entities with whom the operator may share that 

personally identifiable information. 

(2)  If the operator maintains a process for an individual consumer who uses or 

visits its commercial Web site or online service to review and request changes 

to any of his or her personally identifiable information that is collected through 

the Web site or online service, provide a description of that process. 

(3)  Describe the process by which the operator notifies consumers who use or visit 

its commercial Web site or online service of material changes to the operator's 

privacy policy for that Web site or online service. 

(4)  Identify its effective date. 

 

22576.  

An operator of a commercial Web site or online service that collects personally identifiable 

information through the Web site or online service from individual consumers who use or visit 

the commercial Web site or online service and who reside in California shall be in violation of 

this section if the operator fails to comply with the provisions of Section 22575 or with the 

provisions of its posted privacy policy in either of the following ways: 

(a)  Knowingly and willfully. 

(b) Negligently and materially. 
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22577.  

For the purposes of this chapter, the following definitions apply: 

(a) The term "personally identifiable information" means individually identifiable 

information about an individual consumer collected online by the operator from that 

individual and maintained by the operator in an accessible form, including any of the 

following: 

(1)  A first and last name. 

(2)  A home or other physical address, including street name and name of a city or 

town. 

(3)  An e-mail address. 

(4)  A telephone number. 

(5)  A social security number. 

(6)  Any other identifier that permits the physical or online contacting of a specific 

individual. 

(7)  Information concerning a user that the Web site or online service collects 

online from the user and maintains in personally identifiable form in 

combination with an identifier described in this subdivision. 

(b) The term "conspicuously post" with respect to a privacy policy shall include posting the 

privacy policy through any of the following: 

(1) A Web page on which the actual privacy policy is posted if the Web page is the 

homepage or first significant page after entering the Web site. 

(2)  An icon that hyperlinks to a Web page on which the actual privacy policy is 

posted, if the icon is located on the homepage or the first significant page after 

entering the Web site, and if the icon contains the word "privacy." The icon 

shall also use a color that contrasts with the background color of the Web page 

or is otherwise distinguishable. 

(3)   text link that hyperlinks to a Web page on which the actual privacy policy is 

posted, if the text link is located on the homepage or first significant page after 

entering the Web site, and if the text link does one of the following: 

(A)  Includes the word "privacy." 

(B) Is written in capital letters equal to or greater in size than the 

surrounding text. 

(C)  Is written in larger type than the surrounding text, or in contrasting 

type, font, or color to the surrounding text of the same size, or set 

off from the surrounding text of the same size by symbols or other 

marks that call attention to the language. 

(4)  Any other functional hyperlink that is so displayed that a reasonable person 

would notice it. 

(5)  In the case of an online service, any other reasonably accessible means of 

making the privacy policy available for consumers of the online service. 

(c)  The term "operator" means any person or entity that owns a Web site located on the 

Internet or an online service that collects and maintains personally identifiable 

information from a consumer residing in California who uses or visits the Web site or 

online service if the Web site or online service is operated for commercial purposes. It 

does not include any third party that operates, hosts, or manages, but does not own, a 
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Web site or online service on the owner's behalf or by processing information on behalf 

of the owner. 

(d)  The term "consumer" means any individual who seeks or acquires, by purchase or lease, 

any goods, services, money, or credit for personal, family, or household purposes. 

 

22578.  

It is the intent of the Legislature that this chapter is a matter of statewide concern. This chapter 

supersedes and preempts all rules, regulations, codes, ordinances, and other laws adopted by a 

city, county, city and county, municipality, or local agency regarding the posting of a privacy 

policy on an Internet Web site. 

 

22579.  

This chapter shall become operative on July 1, 2004. 

 

 

3.8 Conflicts of Interest and Conflicts of Commitment 

Adopted by Academic Council on February 9, 2006; Approved by Administration on June 14, 

2006 

 

 

A. General Principles: 

 

1. Avoidance of Conflicts 

 

University officers, faculty, staff, other employees and consultants are obliged by this 

Policy to refrain from conduct which gives rise to conflicts of interest and conflicts of 

commitment. [Definitions below.] 

 

2. Conflicts of Interest 

 

I. Disclosure of Conflict of Interest to Cognizant University Officer. University officers, 

faculty, staff, other employees and consultants shall, in all situations where a conflict of 

interest might reasonably arise, immediately disclose the matter in writing to the 

Provost in the case of faculty and academic administrators and academic staff, and to 

the Vice President for Business and Finance in the case of all others (“cognizant 

University officers”), and shall refrain from participating in the matter unless and until 

written approval from the cognizant University officer is received.  

II. Relations with Non-University Entities. University officers, faculty, staff, and other 

employees shall at all times deal on behalf of the University with non-University 

entities, inclusive of actual and prospective granting agencies, donors, government 

agencies, contractors, suppliers, consultants, and other entities or persons doing, or 

seeking to do business or engage in a relationship with the University (hereinafter call 

“non-University entities”), in a manner that excludes any consideration of personal 

advantage for themselves. This provision is not intended to limit faculty members from 

considering personal advantage for themselves in regards to works for which, under the 
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University’s Intellectual Property Policy, the University does not claim to hold 

exclusive rights and such consideration is not considered an impermissible conflict of 

interest.  

 

3. Conflicts of Commitment 

 

I. Full-time University officers, faculty, and exempt staff owe their primary commitment 

of times and intellectual energies to their University functions. The definition of 

University functions for any such individual largely relates to the specific 

responsibilities, functions and professional activities of the University position held by 

that individual and the expectations for that position that are held by the division, 

school or college, department or other unit(s) to which the position reports. 

II. Full-time faculty members must take care that outside professional activities not detract 

from a faculty member’s obligation to his or her University duties. When any outside 

activity detracts from the conduct of University duties, a conflict of commitment will 

result. Outside activities engaged in within the time allowance of up to a maximum of 

one day per week (see Policy 7.6.4 For Dental School faculty on appointments of fewer 

than five days per week, School policies apply.) does not give rise to a conflict of 

commitment for faculty members.  

III. Physical Presence, Time and Energy. Full-time and part-time University officers, 

faculty, exempt staff, and other employees do engage in permitted non-University 

activities, for example, consulting, public service or pro bono work; however, they 

must nevertheless take care that their physical presence at the University and their 

dedication of time and energies to the University do not thereby diminish. Specific 

expectations of physical presence at the University and of time commitment to the 

University are determined by the position, the policies applicable to that position (e.g., 

faculty policy limits external professional work of full-time faculty to one work day per 

work week), and the directives of University officers, deans, or department heads 

responsible for the function or unit involved.  

 

B. Prohibited Conflicts of Interest: 

 

1. University officers, faculty, staff, and other employees shall not accept personal gifts, 

gratuities, favors, accommodations or similar things of value, from non-University 

entities, if those things of value reasonably would be expected to adversely affect 

their discharge of University functions to the exclusive benefit for the University. 

 

2. Personal receipt of all gifts, gratuities, favors, accommodations or similar things of 

value annually exceeding a total of $500 from non-University entities (as that term is 

defined in A.3 above), shall be immediate disclosed in writing to the cognizant 

University officer. 

 

3. University officers, faculty, staff, or other employees shall not transmit to non-

University entities, or otherwise use for their personal gain, University-owned, 

funded, or supported property, work product, data, or other information or materials 
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that constitute “Institutional Works” as defined in the University’s Policy on 

Intellectual Property, except to the extent permitted by that Policy.  

 

4. There will be no transactions between the University on the one hand, and University 

officers, faculty, staff, and other employees or a member of their immediate family1 

(hereinafter called “family member”) or any business entity in which an employee or 

a family member has a substantial interest2, on the other hand, except where all facts 

of the matter are fully disclosed in writing to the cognizant University officer who has 

determined that the contract or transaction is not unfair as to the University.  

 

5. It is the policy of the University to hire the best-qualified candidates and to avoid 

potential, actual, or perceived conflicts of interest in hiring or promoting employees. 

A family member may only be employed in a position within the same organizational 

unit with the approval of the cognizant University officer. Furthermore, under no 

circumstances may a supervisor recommend or approve any employment-related 

action for any employee to whom s/he is a member of an immediate family as defined 

in this policy. A close personal relationship shall be treated as if it were such a family 

relationship if it includes a sexual or romantic relationship or a similarly close 

personal relationship engaged in outside the University.  

 

6. Other prohibited conflicts of interest occur when there is such a divergence between 

an individual’s private interests and his or her employment obligations to the 

University, such that an independent observer would reasonably question whether the 

individual’s actions or decisions in respect to the University are determined or 

influenced by considerations of personal gain, financial or otherwise. A conflict of 

interest depends on the situation, and not on the character or actions of the individual.  

 

C.  Additional Policies for Faculty: 

 

1. General 

(a) The intent of these policies is primarily to inform faculty members of the kinds of 

situations that warrant disclosure and cooperation with direction from the provost and/or 

Dean in response to such disclosures, rather than to sue faculty discipline after-the-fact 

for situations that reasonably did not appear to call for disclosure.   

 

                                            
 
 
1 Member of the immediate family means spouse, parent, domestic partner and children, and those who 
stand in such position by marriage, domestic partnership, adoptions, etc.  
2 Substantial interest excludes a) the interest of a person in a corporation, firm, or other organization as a 
debt or equity holder where the debt or equity held is less than 1% of the outstanding debt or equity of 
such corporation, firm, or other organization; b) the interest of a person in a corporation, firm, or other 
organization by reason of being a director, officer, employee, or their equivalents; c) the interest of a 
director of a corporation or a member of one’s immediate family in another corporation, firm or other 
organization which arises by reason of the fact the corporation is a creditor of such other corporation, 
firm, or other organization. 
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(b) Appearances of conflicts of interest are not unlikely to occur in a modern University. 

Consulting and other professional activities on the part of faculty may permissibly result 

in income to faculty members for non-University work. However, the faculty member 

may not allow actions or decisions within the scope of his/her responsibilities as a faculty 

member, to be determined by considerations of personal financial gain from non-

University sources; when the faculty member does so, a prohibited conflict of interest 

occurs. Faculty members should conduct their affairs so as to avoid conflicts of interest, 

and must seek direction from the Provost when facts reasonably suggest that a possible 

conflict will arise or has arisen. The Provost will respond to the faculty member to 

provide such direction where requested.  

 

(c) The Provost may in the future provide that annual faculty work plan forms will request 

that each faculty member annually furnish disclosures that are called for by this policy 

and to affirm that the faculty member has read and agreed to abide by this policy. If the 

Provost does so provide, the faculty member’s timely and accurate completion of the 

disclosure provisions of those forms will be sufficient to comply with all disclosure 

obligations of this policy. 

 

2. Full-time faculty must not accept another position of employment with an academic, 

business or governmental entity, except if authorized in writing by the Provost or if otherwise 

permitted by section 7.6.4 of the Faculty Handbook (Non-University and Concurrent 

Employment). 

 

3. Full-time faculty must maintain a significant and substantial physical presence on the 

campus and/or at other non-campus workplaces in which the University program functions (e.g. 

internship and clinic sites) in a manner that permits in-person meetings with students, colleagues 

and administrators on a regular and frequent basis. Faculty working in programs which regularly 

require substantial electronic communications will allow less physical presence at the workplace. 

Part-time faculty must maintain such a physical presence in proportion to their percentage 

appointment. 

 

4. Neither full-time nor part-time faculty may permit professional or business activities to 

detract from their allegiance to the University or from the quality or quantity of teaching, 

scholarly activities, or service responsibilities which are expected of them. For example, a 

faculty member should work with students in a manner which does not seek to advantage the 

faculty member in his/her external activities, to the detriment of the students’ University needs. 

In this example, a faculty member who assigns students, staff or postdoctoral scholars to 

University tasks, for purposes of potential or real financial gain of the faculty member rather than 

for the advancement of the scholarly field or the students’ educational needs, engages in a 

conflict of interest. 

 

5. In accordance with University policies on Information Technology and other policies, 

faculty use of University resources, including telephone and electronic communications 

facilities, personnel, equipment, etc., for non-University business or professional activities, shall 

be kept to a minimal and incidental extent.  
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6.  Full-time faculty members must take care that outside professional activities not detract 

from a faculty member’s obligation to his or her University duties. When any outside activity 

detracts from the conduct of University duties, a conflict of commitment will result. Even 

activities such as pro bono work, government service in the public interest, and any outside 

employment unrelated to the faculty member’s University responsibilities should be managed so 

they do not interfere with a faculty member’s primary commitment to the University. For 

example, a full-time faculty member who takes on significant, continuing professional 

obligations to another educational or other entity, that are not part of his/her University faculty 

member teaching, scholarly or service duties, in certain circumstances may be diverting his/her 

time and intellectual focus and energy from the University. Likewise, an internal executive or 

other leadership or management position or similar significant commitment of a full-time faculty 

member to another entity, can at times be in conflict with commitments to the University and 

may also violate the one-day-per-week consulting policy. In these kinds of circumstances, the 

faculty member should seek prior direction from the Provost in the manner indicated in C.1 

above. 

 

3.9 Academic Space Management, Allocation and Reallocation Policy 

Approved by Academic Council, Faculty, Administration, May 13, 2010 
 

Management of Space - Effective space utilization and management is central to the success of 

the University’s mission. The management of space shall be performed in a manner designed to 

maximize productive usage and to advance the values and strategic priorities of the university. 

Management of space assigned to academic or administrative units is generally the responsibility 

of the Deans, Directors or Vice Presidents. In most cases, the responsibility of managing 

academic space is delegated to the department chairs. It is the responsibility of each unit to 

ensure space assignments are optimized for their most effective use. Units are encouraged to 

configure the assigned space to maximize and align specific usage with the strategic goals of the 

university. 
 

Allocation & Reallocation of Academic Space - The Provost may reallocate academic space to 

meet the needs of the University. Prior to reallocation of academic space, and with reasonable 

notice, potentially affected departments/units shall be given opportunity to submit documentation 

to the Provost to justify the retention of allocated academic space. In the event that academic 

space used by a department/unit is reallocated, the Provost shall provide written documentation 

to justify his/her decision. 

  


